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Subj ect: SCREENI NG OF PERSONS CARRYI NG U. S. CLASSI FI ED MATERI AL

1. PURPCSE. To provide instructions for the screening of
passengers carrying classified material in order to maintain the
integrity of the screening process and prevent the conprom se of
classified material

2. BACKGROUND. On occasion, personnel of the Federal Governnent
and personnel of contractors to the Federal Governnent have a
need and are authorized to carry material containing information
classified in the interest of the national security. Due to the
requi renents of the Federal Aviation Regulations, all passengers
and their carry-on itens nmust be screened prior to boarding
schedul ed air carrier aircraft. Carry-on itens which contain
classified material, if routinely exam ned, could subject the

i nformati on to conpron se

3. CLASSI FI ED MATERI AL SCREENI NG PROCEDURES. Persons carrying
Governnent classified materials shall be screened in the sane
manner as ot her passengers except for the foll ow ng:

a. The passenger should informthe carrier representative
classified materials are being carried and should present an
official U S. Governnent or conpany identification and trave
docunentation. In nost instances, the classified materials being
carried will be contained in seal ed envel opes or small packages.
In these instances, the passenger is to report to the screening
station for routine processing. At that point, the classified
mat eri al shall be processed by X-ray exam nation where such
equi pnent is avail able and where such processing is feasible.
The classified material shall contain no netal bindings and shal
be in seal ed envel opes or packages. |f the envel opes/packages
containing the classified material, the passenger's other carry-
on baggage and the passenger successfully conplete the required



screeni ng, the passenger shall be pernmitted to board. Were
there is no X-ray equi pnment in use, the person screening the
carry-on baggage shoul d be able to inspect envel opes contai ni ng
classified material to assure the absence of weapons by fl exing,
feel, weight, etc., w thout opening the envel opes. 1In the event
that the person conducting the screening is not satisfied and
there is doubt as to the contents of the envel opes, the passenger
shall not be pernmitted to board with the envel opes. Openi ng of
the envel opes containing classified material by screening
personnel is not authorized and shoul d never be attenpted.

b. In a fewinstances, classified material will be in sealed
packages whi ch, because of size, weight, or other physica
characteristics, are not suitable for processing as specified
above. Persons carrying such nmaterial shall be screened in the
same manner as ot her passengers, except for the foll ow ng:

(1) The Federal Governnment or contractor official who
has authorized the transport of the classified material shal
notify an official of the appropriate air carrier in advance of
the travel. Upon notification, the carrier should advise the
aut horizing official that the courier should be instructed to
report to the airline ticket counter upon arriving at the air
termnal. Upon arrival at the ticket counter, a carrier
representative shall check the courier's identifying
docunents.

(2) Federal Governnment and contractor personnel shal
present an identification card or credential bearing a
phot ograph, description data, and signature of the individual
(If the identification card does not carry descriptive data,
i.e., date of birth, height, weight, or signature, these itens
nmust be included in the courier letter of authorization described
bel ow.) Federal personnel will present official identification
i ssued by their agencies. Contractor personnel wll present
i dentification issued by the contracting firmor conpany
enpl oyi ng the individual or an identification issued by the U. S
Governnment. In the latter instance, the identification card wll
carry the name of the enploying contractor or otherw se be marked
to denote "contractor.

(3) Federal Governnment and contractor personnel shal
al so present the original of a letter authorizing the individua
to carry classified material. A reproduced copy is not
acceptable. The letter may contain a preprinted endorsenent for
aut hentication by an official at the destination in cases in
which round-trip carrying is involved. The traveler, however,
shal | provide an authenticated copy to each airline involved.
The letter should be prepared on |letterhead stationery of the
agency or contractor enploying the individual. 1In those
i nstances where an individual visiting another agency of a
contractor is given classified informati on which he/she nust
transport by return trip and has no letter from his/her
organi zation covering the material, the letter of authorization
will be prepared on the letterhead stationery of the agency or
contractor being visited. The letter of authorization shoul d:



(a) Gve the full name of the individual and the
enpl oyi ng agency or conpany.

(b) Describe the type identification the individua
will present (e.g., Naval Research Laboratory ldentification
Card, No. 1234, ABC Corporation Card, No. 1234).

(c) Describe the material being carried (e.g.
three seal ed packages, 9" x 18" x 24", addressee, and addressor).

(d) Identify the point of departure, destination
and known transfer points.

(e) Carry a date of issue and an expiration date
not exceedi ng seven days fromthe date of issue.

(f) Carry the names, title, signature, and
t el ephone nunber of the official issuing the letter. Each
package or carton to be exenpt will be signed on its face by the
of ficial who signed the letter

(g) Carry the nane of the Governnment agency
designated to confirmthe letter of authorization and its
t el ephone nunber. The tel ephone nunber of the agency designated
shall be a U S. Governnent official nunber that is subject to
verification for both Government and contractor use.

(4) If satisfied with the identification and the letter
of authorization, the carrier representative shall provide the
passenger with an escort to the screening station and authorize
the screeni ng personnel to exenpt the classified packages from
physi cal or other type inspection. The passenger and all other
items the passenger may be carrying shall be subject to nornal
screening. |If the airline representative is not satisfied with
the authenticity of the passenger or the docunentation presented,
he/ she shoul d contact a representative of the authorizing
of ficial for appropriate verification. |If the airline
representative is still not satisfied, the passenger shall not be
permtted to carry the classified packages aboard. |In these
i nstances, the U S. agency or conpany involved should be advised
of the situation. |If the situation warrants, the Federal Bureau
of Investigation should also be advised.

4. ARMED FORCES COURI ER SERVI CES ( ARFCOS) SCREENI NG PROCEDURES
The ARFCOS has been specifically designated by the Departnent of
Def ense to escort courier material classified TOP SECRET that is
considered highly sensitive by the Federal Governnent. Al
branches of the Federal Governnment and qualified contractors of
the Government may be served by ARFCOS in the transportation of
these types of mmterials.

a. |In nost instances, material in the custody of ARFCOS
couriers will be of such volune as to require loading in the
aircraft cargo conmpartnent. The loading of this material will be

under the supervision of a representative of the carrier, but it
nmust be acconpani ed by and under constant surveillance of ARFCOS
personnel who will remain on guard until the cargo conmpartment is



secured. In accordance with Air Transport Association policy,
air carriers will normally accept ARFCOS Fornms 9 and 14 as

aut horization for ARFCOS couriers to gain access to sterile ranp
areas. The ARFCOS courier will be the |ast passenger to board
the aircraft and the first to deplane. O f-Iloading procedures
will also be observed by the ARFCOS courier. The carrier
concerned will be given sufficient advance notification by the
di spatching Armed Forces Courier Station in order that
arrangenents for transporting the courier material to the
aircraft can be conpl eted

b. Hand-carried ARFCOS material will be placed in an ARFCOS
courier pouch, then secured with an ARFCOS | ock. Screening
procedures as outlined in 3 above will be followed.

c. ARFCOS courier personnel are not arnmed and may or nmy not
be in mlitary uniform Al such persons will be identified by
both their mlitary and an ARFCOS identification card (ARFCOS
Form 9, buff with a red stripe, or Form 14, blue with a red
stripe) in addition to the prescribed letter of authorization

d. It is incunbent upon the courier to assure that
appropriate arrangenments are nade at the destination for secure
storage of classified material as may be required.

/sl Richard F. Lally
Director of Civil Aviation Security



